UBND TINH KHANH HOA CONG HOA XA HOI CHU NGHIA VIET NAM

SO CONG THUONG Déc 1ap — Tw do — Hanh phiic
S6: 48 /KH-SCT Khdnh Hoa, ngay 25 thdang 10 nam 2022
KE HOACH

Kiém tra, giam sat hé thong thong tin S& Cong Thwong nim 2022

Thue hién Quy dinh dam bao an toan thong tin s trong hoat dong tng
dung coéng nghé thong tin trén dia ban tinh Khanh Hoa (ban hanh kém theo Quyét
dinh s6 38/2015/QD-UBND ngay 24/12/2015 cua UBND tinh Khanh Hoa) va Ké
hoach s6 28/KH-SCT ngay 24/05/2022 vé Ung pho su ¢b, biao dam an toan thong
tin mang nam 2022;

S¢ Cong Thuong xay dung ké hoach kiém tra, gidm sat toan bo hé thong
thong tin ndm 2022 nhu sau:

I. MUC PiCH, YEU CAU

1. Muc dich

Kiém tra tinh hinh an toan thong tin mang cua h¢ théng mang LAN ngi bo,
danh gia chat luong hé théng mang Wi-Fi, xem xét tinh hinh an toan thong tin s6
trong hoat dong quan 1y diéu hanh va dé xuit cac giai phap nham khic phuc su
c0, nang cao kha ning phong thu cho hé thong thong tin S Cong Thuong.

2. Yéu cau.

Khach quan, trung thuc trong kiém tra, danh gia.

II. PHAM VI KIEM TRA.

S¢ Cong Thuong.

III.NQI DUNG KIEM TRA, GIAM SAT

1. Ha ting k¥ thuat cong nghé thong tin.

a. Kiém tra, danh gia tinh trang hoat dong ctua hé théng mang LAN ndi bd
trén co s& nhan xét cua can bg, cong chuc; dé xuét dau tu, nang cép thiét bi dé
dam bao an toan thong tin mang cho hé thong thong tin.

b. Kiém tra tinh trang hoat dong cua cac may tinh dang duoc str dung thuc
thi cong vu, danh gia vé an toan thong tin dit liéu va an toan mang, dé xuat ning
cap hodc thay méi dé dam bao an toan thong tin s6 cho hoat dong cong vu.

c. Kiém tra, danh gia tinh trang hoat dong cta hé thong mang Wi-Fi thong
qua chit lugng duong truyén, tam pha séng, mic do bao mat dé lam can ct nang
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cap duong truyén, thiét 1ap thong sé dam bao an toan cho cac thiét bi khong day
dugc st dung trong hoat dong cong vu.

2. Cac hé thong thong tin phuc vu cong tac quan ly, diéu hanh.

- Kiém tra viéc thuc hién ky sd, an toan dit liéu trong qu4 trinh trao d6i, luu
trir, xr ly van ban dién tir trén hé théng E-Office nham dam béo su toan ven noi
dung van ban trong hoat dong quan 1y, diéu hanh qua méi trudng mang.

- Panh gia hiéu qua hoat dong, tinh trang an toan thong tin sd cua trang
thong tin dién tir S& Cong Thuong, dé xuat giai phap ning cap nhdm nang cao
hiéu qua phuc vu va ddm bdo an toan khi van hanh trén moi truong mang.

3. Phan mém thwong mai c6 ban quyén do S¢ Cong Thwong dau tw.

Péanh gia hiéu qua hoat dong ctua phan mém Kaspersky Internet Security
ban quyén duoc trang bi cho cac may tinh, dé xuat trang bj cic phan mém thuong
mai c6 ban quyén khac lién quan dén an toan mang va an toan thong tin sé nham
nang cao kha nang phong thu trudc cac cudc tin cong mang.

IV. TO CHUC THUC HIEN

1. Vin phong S¢ tham muu thanh 1ap Poan kiém tra, giam sat hoat dong

ctia hé thong thong tin S& Cong Thuong nam 2022.

2. Thoi gian tién hanh kiém tra: thang 11/2022
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