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THONG BAO

Két luan kiém tra, giam sat hé thong thong tin
Sé Cong Thuong nam 2022

Thuc hién K& hoach s6 48/KH-SCT ngay 25/10/2022 vé viéc kiém tra, giam
sat hé thong thong tin S& Cong Thuong nam 2022 va Quyét dinh s6 140/QD-SCT
ngay 27/10/2022 vé viéc thanh 1ap DPoan kiém tra, giam sat hé thong thong tin S&
Cong Thuong nam 2022 (sau day goi 1a Poan kiém tra), Poan kiém tra do 6ng
Tran Hong Minh - Chanh Vin phong lam Trudng doan cing cac thanh vién di tién
hanh khao sat, kiém tra va danh gia tinh hinh an toan thong tin sb cta toan bo hé
thong thong tin S& Cong Thuong vao ngay 04/11/2022.

Poan kiém tra di khao sat hé théng mang LAN ndi bo, danh gia tinh trang
hoat dong cua hé thong mang Wi-Fi, kiém tra tinh hinh an toan thong tin s trong
hoat dong trao ddi, luu trit, xtr 1y van ban dién tir trén cac phan mém dung trong
hoat dong quan 1y diéu hanh va danh gia hiéu qua viéc sit phadn mém thuong mai
c6 ban quyén nham dam bao an toan thong tin mang, phong chong ma doc cho cac
may tinh dang st dung tai S& Cong Thuong. Poan kiém tra ciing kiém tra, giam
sat tinh hinh (mg dung chir ky s6 va an toan thong tin sb trang thong tin dién ti,
tiép nhan phan anh, kién nghi cta can bo, cong chirc va ngudi lao dong vé tinh
hinh an toan thong tin sb trong hoat dong cong vu va hop thong nhat vé két qua
kiém tra, giam sat va hudng khic phuc, cai tién thoi gian t6i.

Sau khi xem xét bdo cao cia Poan kiém tra, S& Cong Thuong két luan nhu
sau:

1. Hé thong mang LAN noi bd vé co ban dap tmg duoc yéu cau giai quyét
cong viée trén hé théng E-Office va giai quyét hd so tha tuc hanh chinh cho cong
dan trén Trung tdm dich vy hanh chinh cong truc tuyén tinh Khanh Hoa. Hé théng
mang Wi-Fi phii séng toan bo pham vi lam viéc cia So Cong Thuong, bao gdm ca
Thanh tra S&, dap tmg diéu kién lam viéc cho can b, cong chirc va ngudi lao dong
trén céc thiét bi di dong, phuc vu cudc hop, hdi nghi, truc tuyén qua mang.

2. Cac mady tinh trang bi cho can bd, cong chirc va ngudi lao dong phan 16n
duoc cai dat hé diéu hanh Windows 10 c6 chuc nang bao mat cao, dugc trang bi
phan mém diét virus c6 ban quyén (Kaspersky Internet Security) giup phat hién,
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ngan chan va tiéu diét duoc cac ma ddc xam nhap qua moi trudng mang, vé co ban
dam bao dugc an toan thong tin s6. Tuy nhién, tinh hinh an ninh mang ngiy cang
dién bién phtc tap, toi pham cong nghé cao khong ngimng nang cao trinh do va tao
ra cac ma doc madi, nguy hiém va khoé tiéu diét hon trude, cac mi doc nay xam
nhap chil yéu qua 16 hong cuia hé diéu hanh mdy tinh dang st dung, c6 thé tan pha
dir liéu cong vu, gy mat an toan thong tin sb va lay lan sang cic may tinh khac
trong hé théng. Do d6, can phai dau tu thém hé diéu hanh Windows ban quyén
nham ting cuong ning luc phong thi cho hé théng thong tin S& Cong Thuong.

3. Ung dung chir ky s tiép tuc thé hién 1 phuong tién hitu hiéu bao dam su
toan ven dir li¢u cia van ban dién tir trén moi1 truong mang, ddm bdo an toan trong
cong tac chi dao diéu hanh, 13 thanh phan quan trong trong xay dyng chinh quyén
dién tir va chinh phu sd, ddy manh cong tac cai cach hanh chinh. Do d6, khuyén
khich can bo, cong chitc ding ky va sir dung chir ky s trong cong vu, dic biét 1a
trong cong tac xdy dung, ap dung, duy tri va cai tién HTQLCL theo TCVN ISO
9001:2015 nham xdy dung cac quy trinh, van ban, tai liéu ISO dién tu, tao diéu
kién thudn lgi cho cong tac van thu, luu trir.

4. Véi su cb tai Trung tdm dir li€u tinh vao thang 01/2022, cong tac an toan
thong tin $6 boc 10 nhiéu 13 héng nghiém trong, dit licu Trang thong tin di¢n tir va
hé thong E-Office tir thang 12 nam 2021 tré vé trude ciia S& Cong Thuong cho dén
nay chua khéi phuc dugc. Hé thong sao luu dy phong tai S& Cong Thuong chi yéu
12 6 cung may tinh va Google Drive cia can bd, cong churc, do dé han ché vé mit
khong gian luu trit.

5. Vian phong S& can phdi hop Trung tim dit liéu tinh va don vi lién quan
danh gia mirc do an toan thong tin s6 cho 02 hé thdng trén, khic phuc 16 hong bao
mat (néu c6), déng thoi nghién ciru phuong an sao luu du phong doc 1ap ¢ tinh
kha thi theo cong nghé méi nhat ¢é dam bao an toan thong tin sb trong qué trinh
chuyén doi so.

Trén day 1a Két luan kiém tra, giam sat hé thong thong tin S Cong Thuong
nam 2022./.
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